Risk Analysis
Volume 45, Issue 12, December 2025
1. Title: Toward risk analysis of the impact of artificial intelligence on the deliberate biological threat landscape
Authors: Matthew E. Walsh
Abstract: The perception that the convergence of biological engineering and artificial intelligence (AI) could enable increased biorisk has recently drawn attention to the governance of biotechnology and AI. The 2023 Executive Order, Executive Order on the Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence, requires an assessment of how AI can increase biorisk. Within this perspective, quantitative and qualitative frameworks for evaluating biorisk are presented. Both frameworks are exercised using notional scenarios and their benefits and limitations are then discussed. Finally, the perspective concludes by noting that assessment and evaluation methodologies must keep pace with advances of AI in the life sciences.
2. Title: Risk analysis of disinformation weaponized against critical networks
Authors: Kash Barker, Elena Bessarabova, Sridhar Radhakrishnan, Andrés D. González, Matthew S. Weber, Jose E. Ramirez Marquez, Yevgeniy Vorobeychik, John N. Jiang
Abstract: The vulnerability of critical networks to disinformation creates significant risks of disruption with potentially severe societal consequences. Maintaining secure and resilient networks, including infrastructure and supply chain networks, is important for ensuring economic productivity along with securing the health and well-being of society. An over-the-horizon threat to critical networks deals with adversaries who attack such networks indirectly by altering the consumption behavior of unwitting users influenced by weaponized disinformation. The proliferation of disinformation through various online platforms could pose a significant and evolving challenge able to compromise the resilience of critical networks. In this perspectives article, we review the literature in this area and offer some future research directions aimed at protecting networks from weaponized disinformation, enhancing their robustness, resilience, and adaptability.
3. Title: Unpacking the Risk of Misinformation: A Communication-Based Critique
Authors: Dominic Balog-Way, Katherine McComas
Abstract: A raft of authors argue that society is drowning in a sea of misinformation, disinformation, and fake news. Some claim we are living in a new world disorder, misinformation age, or post-truth era, fueled in part by social media, influential podcasters, and emerging AI systems. We argue that the now dominant interpretation of the risk of misinformation has been undergirded by an oversimplified understanding of broader communication processes. Thinking of misinformation as a standalone risk object has distorted conceptions of messages, messengers, and audiences, as well as how the underlying problems associated with false and misleading information could and should be addressed. Our article unpacks and then constructively critiques the dominant interpretation of misinformation by examining the tendency to (i) define misinformation in isolation from communication, (ii) neglect messengers’ intentions, (iii) perceive audiences as susceptible misinformation recipients, and (iv) reduce communication to a one-way process of misinforming. We conclude by arguing that a communication-based approach, grounded in the agency of messengers and audiences, offers a more nuanced and holistic foundation for interpreting and addressing the complex challenges associated with false and misleading messages. This perspective encourages policymakers and researchers to approach communication in its full complexity, engage in multiway processes, draw on the existing interdisciplinary communication literature, and remain attentive to both the challenges and opportunities of today's evolving communication ecosystem.
4. Title: Systems Modeling and Policy Implications of Reducing the Workforce of the US Federal Government
Authors: Arhan Menta, Joost Santos
Abstract: Workforce reductions, such as those implemented by the Department of Government Efficiency, can have far-reaching effects that extend beyond immediate job losses. This study employs a systems-based modeling approach, combining traditional Input-Output (IO) analysis with the inoperability Input-Output Model (IIM), to investigate how staffing cuts impact economic activity and erode institutional functions across interconnected sectors. The study reveals that reductions in federal staff have a significant impact on industries that rely heavily on government contracts and infrastructure, including aerospace, transportation, and high-tech services. These disruptions create ripple effects throughout supply networks and regional economies, resulting in delays, cancellations, and reduced operational capacity. Notably, the extent and pattern of losses identified here align with findings from independent reports, which highlight hidden costs such as declines in productivity, contract terminations, and maintenance backlogs that often offset the expected savings from workforce reductions. Unlike models that only focus on output, the IIM framework captures functional degradation, providing a more accurate breakdown of impacts on various economic sectors. These findings underscore the limitations of cost-cutting measures that overlook systemic interdependencies, highlighting the need for policies that strike a balance between fiscal objectives and institutional resilience. An adaptive, risk-aware approach to workforce planning can help maintain essential services while managing organizational change.
5. Title: Risk early warning for unmanned aerial vehicle operators’ unsafe acts: A prediction model using Human Factors Analysis and Classification System and random forest
Authors: Qin Xiao, Yapeng Li, Fan Luo
Abstract: The prediction of unmanned aerial vehicle (UAV) operators’ unsafe acts is critical for preventing UAV incidents. However, there is a lack of research specifically focusing on UAV operators’ unsafe acts, and existing approaches in related areas often lack precision and effectiveness. To address this, we propose a hybrid approach that combines the Human Factors Analysis and Classification System (HFACS) with random forest (RF) to predict and warn against UAV operators’ unsafe acts. Initially, we introduce an improved HFACS framework to identify risk factors influencing the unsafe acts. Subsequently, we utilize the adaptive synthetic sampling algorithm (ADASYN) to rectify the imbalance in the dataset. The RF model is then used to construct a risk prediction and early warning model, as well as to identify critical risk factors associated with the unsafe acts. The results obtained through the improved HFACS framework reveal 33 risk factors, encompassing environmental influences, industry influences, unsafe supervision, and operators’ states, contributing to the unsafe acts. The RF model demonstrates a significant improvement in prediction performance after applying ADASYN. The critical risk factors associated with the unsafe acts are identified as weak safety awareness, allowing unauthorized flight activities, lack of legal awareness, lack of supervision system, and obstacles. The findings of this study can assist policymakers in formulating effective measures to mitigate incidents resulting from UAV operators’ unsafe acts.
6. Title: JointLIME: An interpretation method for machine learning survival models with endogenous time-varying covariates in credit scoring
Authors: Yujia Chen, Raffaella Calabrese, Belen Martin-Barragan
Abstract: In this work, we introduce JointLIME, a novel interpretation method for explaining black-box survival (BBS) models with endogenous time-varying covariates (TVCs). Existing interpretation methods, like SurvLIME, are limited to BBS models only with time-invariant covariates. To fill this gap, JointLIME leverages the Local Interpretable Model-agnostic Explanations (LIME) framework to apply the joint model to approximate the survival functions predicted by the BBS model in a local area around a new individual. To achieve this, JointLIME minimizes the distances between survival functions predicted by the black-box survival model and those derived from the joint model. The outputs of this minimization problem are the coefficient values of each covariate in the joint model, serving as explanations to quantify their impact on survival predictions. JointLIME uniquely incorporates endogenous TVCs using a spline-based model coupled with the Monte Carlo method for precise estimations within any specified prediction period. These estimations are then integrated to formulate the joint model in the optimization problem. We illustrate the explanation results of JointLIME using a US mortgage data set and compare them with those of SurvLIME.
7. Title: The effects of risk preferences on consumers’ reference-dependent choices for autonomous vehicles
Authors: Ya Liang, Lixian Qian, Yang Lu, Tolga Bektaş
Abstract: Advances in artificial intelligence (AI) are reshaping mobility through autonomous vehicles (AVs), which may introduce risks such as technical malfunctions, cybersecurity threats, and ethical dilemmas in decision-making. Despite these complexities, the influence of consumers’ risk preferences on AV acceptance remains poorly understood. This study explores how individuals’ risk preferences affect their choices among private AVs (PAVs), shared AVs (SAVs), and private conventional vehicles (PCVs). Employing a lottery experiment and a self-reported survey, we first derive four parameters to capture individuals’ risk preferences. Based on a stated preference experiment and the error component logit model, we analyze reference-dependent preferences for key attributes of PAVs and SAVs, using PCVs as the reference. Our analysis reveals that risk-tolerant consumers are more inclined toward PAVs or SAVs. Further, consumers exhibit a greater sensitivity to losses, such as higher purchasing prices and running costs, than to gains, such as reduced egress time. Specifically, for buying a PAV, consumers are willing to pay 3582 CNY more for 1000 CNY saving on annual running cost, 3470 CNY for a 1-min reduction in egress time, 28,880 CNY for removing driver liability for crashes, and 30,710 CNY for the improved privacy data security. For adopting SAVs, consumers are willing to pay 0.096 CNY extra per kilometer for a 1-min reduction in access time and 0.033 CNY extra per kilometer for a 1% increase in SAV availability. Therefore, this study enhances the understanding on risk preferences in AV acceptance and offers important implications for stakeholders in the AI-empowered mobility context.
8. Title: Perceived climate risk and stock prices: An empirical analysis of pricing effects
Authors: Hachmi Ben Ameur, Daniel Dao, Zied Ftiti, Wael Louhichi
Abstract: Increasing awareness of climate change and its potential consequences on financial markets has led to interest in the impact of climate risk on stock returns and portfolio composition, but few studies have focused on perceived climate risk pricing. This study is the first to introduce perceived climate risk as an additional factor in asset pricing models. The perceived climate risk is measured based on the climate change sentiment of the Twitter dataset with 16 million unique tweets in the years 2010–2019. One of the main advantages of our proxy is that it allows us to capture both physical and transition climate risks. Our results show that perceived climate risk is priced into Standard and Poor's 500 (S&P 500) Index stock returns and is robust when different asset-pricing models are used. Our findings have implications for market participants, as understanding the relationship between perceived climate risk and asset prices is crucial for investors seeking to navigate the financial implications of climate change and for policymakers aiming to promote sustainable financing and mitigate the potential damaging effects of climate risk on financial markets, and a pricing model that accurately incorporates perceived climate risk can facilitate this understanding.
9. Title: An adversarial risk analysis framework for software release decision support
Authors: Refik Soyer, Fabrizio Ruggeri, David Rios Insua, Cason Pierce, Cesar Guevara
Abstract: Recent artificial intelligence (AI) risk management frameworks and regulations place stringent quality constraints on AI systems to be deployed in an increasingly competitive environment. Thus, from a software engineering point of view, a major issue is deciding when to release an AI system to the market. This problem is complex due to, among other features, the uncertainty surrounding the AI system's reliability and safety as reflected through its faults, the various cost items involved, and the presence of competitors. A novel general adversarial risk analysis framework with multiple agents of two types (producers and buyers) is proposed to support an AI system developer in deciding when to release a product. The implementation of the proposed framework is illustrated with an example and extensions to cases with multiple producers and multiple buyers are discussed.
10. Title: The taxonomy of risky activities and technologies: Revisiting the 1978 psychological dimensions of perceptions of technological risks
Authors: Joanna Sokolowska, Zofia Rey
Abstract: The objective of this study is to replicate the original study by Fischhoff et al. (1978) and its replication by Fox-Glassman and Weber (2016) and to examine whether risk perceptions for the previously studied activities and technologies have changed over the past 40 years, especially when activities/technologies related to contemporary concerns are included. To achieve this goal, the list of activities/technologies has been modified. To facilitate the analysis of individual data, all participants were asked to rate the benefits and risks of 24 activities. The within-participant approach was also used to achieve the second objective of our study: to analyze the relationship between perceived benefits and risks. In summary, the design of this study differed from previous studies in the following ways: (1) Nine activities/technologies were added related to contemporary concerns such as global warming and fake news on the Internet; (2) all participants rated both benefits and risks; (3) data were collected online (as in the 2016 study); (4) the study was conducted by Prolific with a sample size large enough to detect medium-size effects (n = 382). The two-factor structure proposed by Fischhoff et al.—unknown risk and dread risk—was confirmed on aggregated data for the new set of hazards, which included novel hazards. At the level of individual data, modest support for this structure was observed, and a very strong inverse relationship between perceived benefits and risks was observed.
11. Title: Who views what from whom? Social media exposure and the Chinese public's risk perceptions of climate change
Authors: Jiayu Huang, Yumei Bu
Abstract: The Chinese public is increasingly experiencing the local impacts of climate change, whereas the government downplays its domestic effects and critical opinions on environmental governance. As climate change perceptions are crucial for individual risk management, adaptation, and collective climate actions, it is vital to explore how these perceptions are shaped. Given the increasing significance of social media in climate change discourse, this study employs survey data from the 2021 Environmental Risk Perceptions and Environmental Behaviors of Urban Residents Project to investigate how social media exposure influences risk perceptions of climate change among the Chinese public. Drawing on the social amplification of risk framework, this study examines the effect of exposure to environmental information, exposure to opinion diversity, individuals’ social media network ties to environmental opinion leaders, and the interaction between social media exposure and cultural values. The results indicate that in the contexts where climate change is neither politically divisive nor openly debated, social media exposure to diverse opinions and social media network ties to environmental scholars positively predict risk perceptions. Additionally, egalitarianism and fatalism are found to moderate the effect of these connections with environmental scholars. This study extends previous research, which focuses largely on the association between the frequency of social media exposure and risk perceptions of climate change, by revealing a more comprehensive and nuanced process that links social media exposure to climate change perceptions.
12. Title: Behavioral validation for a game-theoretic model of attacker strategic decisions, signaling, and deterrence in multi-layer security for soft targets
Authors: Kevin Kapadia, Ian Unson, Katie Byrd, Jun Zhuang, Richard John
Abstract: Understanding what factors influence an attacker's decision to attack a soft target is important for allocating resources effectively to defend valuable targets. In this study, we aim to validate a game-theoretic model that explores the relationship between the reward and probability of successfully attacking through multiple layers of defense. We created multiple scenarios corresponding to each of four game-theoretic cases, resulting in a 2 × 2 factorial design (defended vs. undefended targets X low vs. high expected values [EVs] for attackers). We recruited 454 US adults from Prolific.com to decide whether to attack for a series of 24 scenarios, which varied the probability of success, the magnitude of reward, and whether Layer 1 was signaled to be defended or not. Results were generally consistent with the game model predictions, including a greater tendency to attack undefended targets with a higher EV. Targets with a low probability of success and greater reward were less likely to be attacked than targets with a higher probability of success and smaller reward. Additionally, participants with a higher self-reported risk-taking were significantly more likely to attack for a given trial compared to participants with lower self-reported risk-taking. This validated game model can be used as a tool to help stakeholders identify where threats are the most likely to occur based on inherent defenses and appeal to attackers.
13. Title: Integrated testing strategies for cost-sensitive time-efficient hazard classification of new chemicals: The case of skin sensitization
Authors: Marko Raseta, Jon Pitchford, James Cussens, John Doe
Abstract: We offer an alternative approach to toxicological risk assessment of new chemicals. We combine Operations Research techniques with those from Machine Learning to tackle the decision-making process. More specifically, we use Markov decision processes and Bayesian networks to derive the optimal cost-sensitive time-efficient Integrated Testing Strategies for chemical hazard classification under minimal expected cost in a mathematically rigorous fashion. We develop Bayesian networks which outperform state-of-the-art mechanistic causal models previously reported. More specifically, these models exhibit accuracy of 90% and sensitivity and specificity of 93% and 84%, respectively. Moreover, the inferred Bayesian networks are of considerably simpler structure as they comprise only the permeation coefficient, octanol/water coefficient, and TIMES software compared to their counterparts already in print, which comprise 15 descriptors. We use these simplified causal models to study the effect of varying misclassification costs on the nature of the optimal policy by means of sensitivity analysis. We note such analysis was previously computationally infeasible due to the fact that the variables which comprised the mechanistic model were categorical assuming a large number of possible values. We find that a variety of optimal policies can emerge subject to different misclassification costs assumed. Theoretical modeling framework developed is illustrated on the concrete example of hazard classification of skin allergens of previously unknown toxicological characteristics via integrating data obtained from in silico assays alone thus contributing to the literature of toxicological decision making based on nonanimal tests.
14. Title: Simulation model to estimate the burden of disease due to hepatitis E virus in Dutch pig meat and cost-effectiveness of control measures
Authors: M. Focker, C. P. A. van Wagenberg, M. A. P. M. van Asseldonk, I. L. A. Boxman, R. W. Hakze - van der Honing, E. D. van Asselt
Abstract: Hepatitis E virus (HEV) can lead to liver disease in humans. In the Netherlands, the consumption of pig meat is thought to be the main contributor to the total burden of disease caused by HEV. In this study, the number of cases and lost disability-adjusted-life-years (DALYs) due to HEV in pig meat were estimated by simulating HEV through the pig supply chain, including the farm, transport, lairage, slaughtering, processing, and consumption stages. The first four stages were modeled using a susceptible-exposed-infected-recovered (SEIR) model. For the last two stages, pig meat and liver products were divided into six product categories commonly consumed by Dutch consumers. Depending on the product category, different ways of heating and storing, leading to the reduction of infectious HEV genome copies, were assumed. Furthermore, the model was challenged by four selected control options at the pig farm: the cleaning of driving boards, the use of predatory flies, the use of rubber mats, and the vaccination of finishing pigs. Finally, the cost-effectiveness of these control measures was estimated by estimating the costs per avoided DALY. For the baseline situation, it was estimated that HEV in pig meat would lead to 70 cases and 21 DALYs per year. All control measures led to a decreased number of DALYs, with vaccination leading to the largest decrease: five DALYs per year. However, the costs per avoided DALY ranged from €0.5 to €7.5 million, making none of the control measures cost-effective unless the control measures are also effective against other pathogens.
15. Title: A predictive model for household displacement duration after disasters
Authors: Nicole Paul, Carmine Galasso, Jack Baker, Vitor Silva
Abstract: According to recent Household Pulse Survey data, roughly 1.1% of households were displaced due to disasters in the United States in recent years. Although most households returned relatively quickly, 20% were displaced for longer than 1 month, and 14% had not returned by the time of the survey. Protracted displacement creates enormous hardships for affected households and communities, yet few disaster risk analyses account for the time component of displacement. Here, we propose predictive models for household displacement duration and return for practical integration within disaster risk analyses, ranging in complexity and predictive power. Two classification tree models are proposed to predict return outcomes with a minimum number of predictors: one that considers only physical factors (TreeP) and another that also considers socioeconomic factors (TreeP&S). A random forest model is also proposed (ForestP&S), improving the model's predictive power and highlighting the drivers of displacement duration and return outcomes. The results of the ForestP&S model highlight the importance of both physical factors (e.g., property damage and unsanitary conditions) and socioeconomic factors (e.g., tenure status and income per household member) on displacement outcomes. These models can be integrated within disaster risk analyses, as illustrated through a hurricane scenario analysis for Atlantic City, NJ. By integrating displacement duration models within risk analyses, we can capture the human impact of disasters more holistically and evaluate mitigation strategies aimed at reducing displacement risk.
16. Title: Transition in dynamic events: The 2020 lightning complex fires in Northern California as an adaptive system
Authors: Louise Comfort, Saemi Chang
Abstract: The transition from one level of operations to a next larger, more complex level while maintaining coherence as a system has stymied organizational theorists for decades. Drawing on systems theory, network analysis, and collaborative governance, we explore how networks adapt during rapidly escalating crises. Specifically, we investigate the emergence of a synthesizing intelligence function among networks to support coordinated action. Using a case study of the 2020 Santa Clara Unit Lightning Complex Fire, we analyze field operations data from Incident Reports filed by the California Department of Forestry and Fire Protection to develop a system dynamics model. Our findings suggest that a synthesizing intelligence function, informed by various types of intelligence, influences the rate of change in operational systems during dynamic conditions. This system-wide intelligence function is crucial for decision-makers confronting extreme events, facilitating effective anticipation of complex transitions in large-scale operational systems.
17. Title: Assessing the transition risks of environmental regulation in the United States: Revisiting the Porter hypothesis
Authors: Ioanna Stylianou, Michael Christofi, Isabella Karasamani, Marina Magidou
Abstract: The harmful effects of climate change have brought global warming into focus, prompting a growing body of research on its economic impact and the development of targeted climate policies aimed at mitigating these effects and promoting sustainability. Within this context, the main objective of this paper is to investigate whether the presence of transition risk drivers, in particular, the implementation of environmental policies in the United States, initiates risks or fosters green innovation and financial performance. This performance is related to the adjustment process toward a low-carbon economy, widely known as the Porter hypothesis. Using a panel threshold regression model over the period 1990–2020, our results show that market-based climate policies have a heterogeneous effect on the firm's green innovation and financial performance. Specifically, we find an inverted-U-shaped relationship between carbon price and firm outcomes including green innovation and financial performance. These findings have significant implications for practice, as they reveal the mechanism through which climate policies can optimally affect a firm's green innovation activity and financial performance.
18. Title: Belief updating in AI-risk debates: Exploring the limits of adversarial collaboration
Authors: Josh Rosenberg, Ezra Karger, Zach Jacobs, Molly Hickman, Avital Morris, Harrison Durland, Otto Kuusela, Philip E. Tetlock
Abstract: We organized adversarial collaborations between subject-matter experts and expert forecasters with opposing views on whether recent advances in Artificial Intelligence (AI) pose an existential threat to humanity in the 21st century. Two studies incentivized participants to engage in respectful perspective-taking, to share their strongest arguments, and to propose early-warning indicator questions (cruxes) for the probability of an AI-related catastrophe by 2100. AI experts saw greater threats from AI than did expert forecasters, and neither group changed its long-term risk estimates, but they did preregister cruxes whose resolution by 2030 would sway their views on long-term risk. These persistent differences shrank as questioning moved across centuries, from 2100 to 2500 and beyond, by which time both groups put the risk of extreme negative outcomes from AI at 30%–40%. Future research should address the generalizability of these results beyond our sample to alternative samples of experts, and beyond the topic area of AI to other questions and time frames.
19. Title: Mismatch between warning information and protective behavior: Why experts + AI < 2?
Authors: Qi Bian, Leyu Wang, Luning Xin, Ben Ma
Abstract: Warning information plays a vital role in encouraging disaster preparedness among residents. Using survey experiment data from 619 respondents in China, this study examines how warning messages from AI, experts, and a combination of the two influence public disaster preparedness behaviors and whether the degree of impact differs between these sources. The findings reveal that warnings from AI, experts, and a combination of those two sources significantly affect disaster preparedness behaviors. Notably, and contrary to conventional expectations, the combined warnings from AI and experts do not result in a mutually strengthening effect. Instead, a crowding-out effect is observed, whereby the combined impact is less than the sum of individual effects (“Experts + AI < 2”). This outcome can be attributed to information fatigue, suggesting that information overload does not always benefit the public but instead often becomes a burden. Additionally, the influence of AI-driven warnings on preparedness varies substantially with respondents’ educational levels. The insights provided by this study hold practical implications for government agencies in promoting public disaster preparedness.
20. Title: Evaluating the impact of climate change on hurricane wind risk: A machine learning approach
Authors: Chi-Ying Lin, Eun Jeong Cha
Abstract: In the residential sector, hurricane winds are a major contributor to storm-related losses, with substantial annual costs to the US economy. With the potential increase in hurricane intensity in changing climate conditions, hurricane impacts are expected to worsen. Current hurricane risk management practices are based on the hurricane risk assessment without considering climate impact, which would result in a higher level of risk for the built environment than expected. It is crucial to investigate the impact of climate change on hurricane risk to develop effective hurricane risk management strategies. However, investigation of future hurricane risk can be very time-consuming because of the high resolution of the models for climate-dependent hazard simulation and regional loss assessment. This study aims to investigate the climate change impact on hurricane wind risk on residential buildings across the southeastern US coastal states. To address the challenge of computational inefficiency, we develop surrogate models using machine learning techniques for evaluating wind and rain-ingress losses of simulated climate-dependent hurricane scenarios. We collect historical hurricane data and use selected climate variables to predict changing hurricane attributes under climate change. We build the surrogate loss model using data generated by the existing fragility-based loss model. The loss estimation of synthetic events using the surrogate model shows an accuracy with a 0.78 R-squared value compared to Hazard U.S. – Multi Hazard (HAZUS-MH) estimation. The results demonstrate the feasibility of utilizing surrogate models to predict risk changes and underline the increasing hurricane wind risk due to climate change.
21. Title: Leashes, not guardrails: A management-based approach to artificial intelligence risk regulation
Authors: Cary Coglianese, Colton R. Crum
Abstract: Calls to regulate artificial intelligence (AI) have sought to establish guardrails to protect the public against AI going awry. Although physical guardrails can lower risks on roadways by serving as fixed, immovable protective barriers, the regulatory equivalent in the digital age of AI is unrealistic and even unwise. AI is too heterogeneous and dynamic to circumscribe fixed paths along which it must operate—and, in any event, the benefits of the technology proceeding along novel pathways would be limited if rigid, prescriptive regulatory barriers were imposed. But this does not mean that AI should be left unregulated, as the harms from irresponsible and ill-managed development and use of AI can be serious. Instead of “guardrails,” though, policymakers should impose “leashes.” Regulatory leashes imposed on digital technologies are flexible and adaptable—just as physical leashes used when walking a dog through a neighborhood allow for a range of movement and exploration. But just as a physical leash only protects others when a human retains a firm grip on the handle, the kind of leashes that should be deployed for AI will also demand human oversight. In the regulatory context, a flexible regulatory strategy known in other contexts as management-based regulation will be an appropriate model for AI risk governance. In this article, we explain why regulating AI by management-based regulation—a leash approach—will work better than a prescriptive or guardrail regulatory approach. We discuss how some early regulatory efforts include management-based elements. We also elucidate some of the questions that lie ahead in implementing a management-based approach to AI risk regulation. Our aim is to facilitate future research and decision-making that can improve the efficacy of AI regulation by leashes, not guardrails.
22. Title: XGBoost-based risk prediction model for massive vehicle recalls using consumer complaints
Authors: Yi-Na Li, Ming Jiang, Likun Wang, Jiuchang Wei
Abstract: This study employed the XGBoost model to conduct an in-depth analysis of consumer complaints and identified the key risk factors predicting vehicle recalls in the US market, providing valuable proactive risk management support for automakers and regulatory agencies. We leveraged the extensive data resources from National Highway Traffic Safety Administration to construct high-precision recall risk prediction models to predict the risk of recall. The models exhibited exceptional performance across different time windows, particularly maintaining a high level of area under the curve values over a prediction timespan of up to 18 months, demonstrating their predictive accuracy and stability. Our study contributes to risk management theory by addressing the challenges of integrating consumer complaints into predictive models for vehicle recall risk. While prior research has primarily focused on text mining of complaint content, our work systematically incorporates structured complaint data and recall records to enhance predictive accuracy. Also, our research distinguishes the indicators for the initial recall after launch to the market and the indicators for subsequent recalls, and bridges a critical gap in recall risk prediction at different stages of a vehicle's life cycle.
23. Title: Spatial dynamics of natural gas leaks in the United States: Localized impacts, spillover effects, and policy implications for air quality and safety
Authors: Haithem Awijen, Younes Ben Zaied, Nidhaleddine Ben Cheikh
Abstract: This study examines the localized and regional impacts of natural gas leaks on air quality and safety, with a specific focus on PM2.5 concentrations and incident dynamics across the United States. Using the Spatial Durbin Model, the analysis reveals significant direct and spillover effects of gas leaks, energy intensity, and environmental regulations on air pollution and safety outcomes. The results demonstrate that gas leaks substantially increase local PM2.5 levels, confirming the role of methane emissions in exacerbating particulate pollution. Furthermore, positive spatial spillovers from gas leaks and energy intensity underscore the transboundary nature of air quality challenges, highlighting the necessity of coordinated regional interventions. Conversely, stringent environmental regulations exhibit significant positive spillovers, catalyzing pollution control efforts in neighboring regions. The study offers actionable policy recommendations, including strengthening monitoring systems, advancing interregional cooperation, and integrating sustainable energy practices to address the interconnected challenges of air quality management and climate risk mitigation.
24. Title: Will emergency order shifting perform better than recovery waiting at costs of carbon tax and carbon emission reduction?
Authors: Baozhuang Niu, Lihua Zhu, Jian Dong, Jinbo Song
Abstract: In recent years, frequent extreme disasters have challenged supply chain operations while smart risk warning systems are developed to facilitate firms’ emergency order shifting to a new manufacturer. It is noted that reliable manufacturers are usually located in countries/regions levying carbon tax to achieve high ESG scores, so we consider a cross-border supply chain consisting of a global brand, a local brand, an overseas manufacturer and a local manufacturer to investigate the main tradeoffs for the global brand to emergently shift orders from the overseas manufacturer facing disruptions to a stable local manufacturer subject to carbon tax cost. The global brand has the option to wait for the recovery of overseas production but if it chooses emergent order shifting, it has to invest in carbon emission reduction due to ESG requirements. We intriguingly find that even though emergency order shifting helps avert delays caused by production disruptions, a more resilient supply chain does not necessarily lead to a higher profit for the global brand, depending on factors such as the relative market size, carbon tax cost, and the efficiency of carbon reduction investment. We also find that the global brand's emergency order shifting enables Pareto improvement of economic and environmental sustainability, but the win–win opportunities for both the global and local brand only appear under the recovery waiting strategy. So it is generally hard to coordinate the stakeholders’ incentives to jointly optimize the ESG scores.
25. Title: Risks of ignoring uncertainty propagation in AI-augmented security pipelines
Authors: Emanuele Mezzi, Aurora Papotti, Fabio Massacci, Katja Tuma
Abstract: The use of AI technologies is being integrated into the secure development of software-based systems, with an increasing trend of composing AI-based subsystems (with uncertain levels of performance) into automated pipelines. This presents a fundamental research challenge and seriously threatens safety-critical domains. Despite the existing knowledge about uncertainty in risk analysis, no previous work has estimated the uncertainty of AI-augmented systems given the propagation of errors in the pipeline. We provide the formal underpinnings for capturing uncertainty propagation, develop a simulator to quantify uncertainty, and evaluate the simulation of propagating errors with one case study. We discuss the generalizability of our approach and its limitations and present recommendations for evaluation policies concerning AI systems. Future work includes extending the approach by relaxing the remaining assumptions and by experimenting with a real system.
26. Title: Risk-aware autonomous search and rescue with multiagent reinforcement learning
Authors: Aowabin Rahman, Salman Shuvo, Samrat Chatterjee, Mahantesh Halappanavar, Terje Aven
Abstract: Autonomous navigation in dynamic high-consequence environments, such as search and rescue (SAR) missions, often relies on multiagent robotic systems that need to learn and adapt to changing conditions. Adversarial risks can introduce further challenges in such a setting where an autonomous agent may exhibit deviations in their learned actions from training to testing. Moreover, the uncertain environment itself may also evolve with additional obstacles that can emerge during testing compared to conditions when algorithmic training of autonomous agents was performed. In this paper, we first focus on mathematically formulating the autonomous SAR problem via a risk-aware multiagent reinforcement learning approach. Thereafter, we design and implement numerical experiments to evaluate our approach under diverse hazard scenarios with a centralized training and decentralized testing paradigm. Finally, we discuss our results and steps for further research.
27. Title: Model averaging with logistic autoregressive conditional peak over threshold models for regional smog
Authors: Chunli Huang, Xu Zhao, Fengying Zhang, Haiqing Chen, Ruoqi Song, Guangwen Ma, Weihu Cheng
Abstract: We propose a novel dynamic generalized Pareto distribution (GPD) framework for modeling the time-dependent behavior of the peak over threshold (POT) in extreme smog (PM2.5) time series. First, unlike static GPD, three dynamic autoregressive conditional generalized Pareto (ACP) models are introduced. Specifically, in these three dynamic models, the exceedances of air pollutant concentration are modeled by a GPD with time-dependent scale and shape parameters conditioned on past PM2.5 and other air quality factors (SO2, NO2, CO) and weather factors (daily average temperature, average relative humidity, average wind speed). Second, unlike the recent studies of ACP models, we impose a logistic function autoregressive structure on the scale and shape parameters of the ACP models, which has simple calculation and flexible modeling for the scale and shape parameters, since the logistic function is used to mean that the changes in the long memory parameter occur in a continuous manner and often applied in time series models. Third, the model averaging method is applied to improve predictive performance using AIC and BIC criteria to select combined weights of the three ACP models. In addition, based on goodness-of-fit tests, the thresholds of the three ACP models are chosen by eight automatic threshold selection procedures to avoid subjectively assigning a certain value as the threshold. Maximum likelihood estimation (MLE) is employed to estimate parameters of the ACP models and its statistical properties are investigated. Various simulation studies and an example of real data in PM2.5 time series demonstrate the superiority of the proposed ACP models and the stability of the MLE.
28. Title: Natural disaster, ESG investing, and financial contagion
Authors: Haiying Wang, Ying Yuan, Tianyang Wang
Abstract: This study investigates financial contagion during natural disasters and explores the potential advantage of environmental, social, and governance (ESG) investing in such contagion. Specifically, we propose a new edge-weighted undirected contagion network to explore disaster-driven contagion and transmission channels across sectors, asset classes, and ESG international indexes. Our empirical results demonstrate the existence of the disaster-driven contagion. Natural disasters may increase investors' risk aversion, which further magnify portfolio rebalancing behavior, leading to the spread of financial contagion. Moreover, we also find that ESG investing helps mitigate the spread of disaster-driven contagion, thereby contributing to the resilience of the financial system during natural disasters.
29. Title: How Will AI Shape the Future of Pandemic Response? Early Clues From Data Analytics
Authors: Benjamin D. Trump, Stephanie Galaitsi, Jeff Cegan, Igor Linkov
Abstract: The COVID-19 pandemic has exposed critical gaps in our management of systemic risks within complex, interconnected systems. This review examines 10 key areas where artificial intelligence (AI) and data analytics can significantly enhance pandemic preparedness, response, and recovery. Inadequate early warning systems, insufficient real-time data on resource needs, and the limitations of traditional epidemiological models in capturing complex disease dynamics are among the challenges analyzed. To address these issues, we explore the potential of AI applications, including machine learning-based surveillance, deep learning for improved epidemiological modeling, and AI-driven optimization of non-pharmaceutical interventions. These technologies offer the promise of more timely, accurate, and granular analysis of pandemic risks, thereby supporting evidence-based decision-making in rapidly evolving crises. However, implementing AI in pandemic response raises significant ethical and governance challenges, particularly concerning privacy, fairness, and accountability. We parse the promise and challenges of AI in the evolving space of emergency response data analytics and highlight critical steps forward.
30. Title: Examining the Temporal Dynamics of Risk Communication During Extreme Weather Events: Insights from a Scoping Review
Authors: Michelle Ng, Andrea Schumacher, Natalie Herbert, Gabrielle Wong-Parodi, Nilam Ram, Julie Demuth
Abstract: As extreme weather events unfold on a timescale of minutes, hours, or days, individuals must respond accordingly. Dynamic risk communication—that is, risk communication that updates alongside evolving risks—can support individuals in making timely, well-informed behavioral decisions that safeguard their well-being. Existing literature on dynamic risk communication during extreme weather events uses multiple methods to examine how different populations encounter dynamic risk communication during different types of events. In this scoping review, we synthesize empirical evidence from 14 articles to advance an integrated understanding of the temporal dynamics of risk communication during extreme weather events. First, we describe how individuals interact with heterogeneous forms of dynamic risk communication over the course of extreme weather events. Second, we identify environmental, personal, and social factors that may lead individuals to encounter dynamic risk communication (i.e., antecedents). Third, we identify individuals’ appraising and behavioral responses to dynamic risk communication (i.e., consequences). Taken together, our review suggests opportunities to better align the provision of risk communication with individuals’ informational needs during extreme weather events. Additional longitudinal research is necessary to more precisely examine changes and relations among time-varying constructs, consider the role of individuals’ multiple, varied contexts in their protective behavioral decision-making processes, and identify individual differences in people's needs for and uses of dynamic risk communication during extreme weather events.
31. Title: A Novel Disaster Insurance Model with Capacity Reservation for Public–Private Collaboration
Authors: Heyi Liu, Qiuhong Zhao, Qi Lin, Xiaohang Yue
Abstract: Enhancing intraregional disaster preparedness and response capabilities is crucial for effectively managing noncatastrophic disasters in localized areas. This paper proposes a primary governmental strategy focused on signing disaster insurance contracts with capacity reservation, alongside two supplementary strategies: building predisaster stockpiles and spot market procurement. Among these, our focus is on developing a comprehensive disaster insurance model with capacity reservation functionality, which integrates both financial and operational elements to facilitate public–private collaboration. Using game-theoretical modeling, we analyze government–insurer interactions, with solutions derived through backward induction. The model is validated through a case study in China, focusing on the response of S Government and W Company to Typhoon Rumbia. The results offer a series of important insights. Zero-deductible contracts, though unconventional, emerge as an optimal mechanism in localized disasters by minimizing entry barriers and sustaining insurer profitability. For insurers, long-term cooperation is more attractive in low-volatility, short-duration events, as it enhances capacity amortization and operational efficiency. Meanwhile, policyholders exhibit highly context-sensitive behavior, with stockpiling decisions shaped by lead time, spot market prices, and disaster characteristics. The model uncovers distinct preparedness thresholds that support flexible, scenario-specific strategies, advancing the theory and practice of disaster readiness for regional governments.
32. Title: Cyber Resilience and Strategic Stability: Securing Nuclear Facilities in the Digital Age
Authors: Syed Muhammad Saad Zaidi, Muhammad Ehsan, Sardar Jehanzaib Ghalib
Abstract: In an era of increasing digitization, nuclear command systems and power plants are becoming vulnerable to cyberattacks that can disrupt operations and undermine deterrence. This article examines the evolving threat landscape, drawing on literature and documented incidents of cyber intrusions into nuclear systems to identify critical technical and policy vulnerabilities. It argues that such intrusions risk eroding second-strike credibility and may create incentives for preemptive action, thereby destabilizing strategic balances. Although regulatory bodies and international organizations have issued cybersecurity guidelines for nuclear facilities, implementation remains inconsistent. To address these challenges, the study proposes a set of resilience measures encompassing advanced technical safeguards, specialized workforce training, the establishment of international norms, and enhanced crisis communication protocols. Strengthening the cyber resilience of both civilian and military nuclear assets is presented as an urgent imperative for maintaining global security and strategic stability in the digital age.
33. Title: Setting a Comprehensive Bow-Tie Framework for Disaster Risk Analysis of Mine Tailings Storage Facilities
Authors: Rafaela Shinobe Massignan, Juliana Siqueira-Gay, Luis Enrique Sánchez
Abstract: Disasters caused by tailings storage facilities (TSFs) have highlighted the complexity of safely managing mine tailings and the extension of consequences over time and throughout the tailings runoff. Investigations commissioned by mining companies following major failures in Mariana and Brumadinho, Brazil, primarily focused on immediate technical causes and hazards. However, for effective disaster risk reduction, the integration of technical, environmental, and social factors is needed to comprehensively address the complexity of risk management. Bow-tie models can be used for TSF's disaster analysis, as they consider causes, consequences, and preventive and mitigation controls. Here, an adapted bow-tie framework for TSF's disaster risk analysis is proposed to systematize the identification of threats and consequences and address the four disaster risk dimensions: hazard, exposure, vulnerability, and capacity. The framework was applied to the Pontal TSF, Brazil, using publicly available information, revealing gaps in the risk management, such as the lack of identification of social vulnerabilities. Our framework highlights the importance of reducing TSF's disaster risks through all dimensions and engaging multiple stakeholders. Although TSF stability control is primordial and irreplaceable, alone it is insufficient for effective disaster risk reduction.
34. Title: Assessing global pandemic risks from emerging infectious diseases and high containment laboratory leaks: A country-level spatial network SIR model analysis
Authors: Ross J. Tieman, Pedro Adami Oliboni, Simeon Campos
Abstract: Future pandemics could arise from several sources, notably, emerging infectious diseases (EID); and lab leaks from high containment biological laboratories (HCBL). Recent advances in infectious disease, information technology, and biotechnology provide building blocks to reduce pandemic risk if deployed intelligently. However, the global nature of infectious diseases, distribution of HCBLs, and increasing complexity of transmission dynamics due to travel networks make it difficult to determine how to best deploy mitigation efforts. Increasing understanding of the risk landscape posed by EID and HCBL lab leaks could improve risk reduction efforts. The presented paper develops a country-level spatial network susceptible-infected-removed model based on global travel network data and relative risk measures of potential origin sources, EID, and lab leaks from biological safety level 3+ and 4 labs, to explore expected infections over the first 30 days of a pandemic. Model outputs indicate that EID and lab leaks in India, the USA, and China are most impacted at day 30. For EID, expected infections shift from high EID origin potential countries at day 10 to the USA, India, and China, while for lab leaks, the USA and India start with high lab leak potential. With respect to model uncertainties and limitations, results indicate several large, wealthy countries are influential to pandemic risk from both EID and lab leaks, indicating high leverage points for mitigation efforts.
35. Title: Risk Information Dissemination in Transitive Disasters—A System Dynamics Approach
Authors: Zihan Li, Yuhang Wang, Yi Lu
Abstract: Transitive disasters are closely associated with the dissemination of risk information and pose significant threats to public safety and well-being. Effective risk communication strategies are therefore essential for mitigating their adverse impacts. This study employs a system dynamics approach and adapts the classical SEIR model to construct the UCSR model (Uninformed–Contacts–Spreaders–Rationals). The model incorporates key factors such as media influence, information dissemination, and risk perception to simulate the dynamics of risk information flow during transitive disasters and its impact on evacuation strategies and disaster outcomes. By examining interregional and intergroup differences, the study explores how “Spreaders” and “Rationals” respond to risk information and identifies which population groups and variables most significantly influence evacuation effectiveness and disaster exposure. Key findings include: (1) in transitive disasters, timely and effective actions taken by different population groups can substantially reduce their vulnerability to risk information; (2) increasing disaster information push frequency, promoting risk awareness and preparedness, and encouraging Rational behavior can accelerate both information spread and evacuation processes, thereby increasing the number of Rational individuals; (3) the combined function of media dissemination and evacuation infrastructure yields the most effective risk mitigation outcomes. This research offers valuable insights for designing risk communication strategies and disaster preparedness plans tailored to different regions and population groups, ultimately contributing to reduced casualties and economic losses in the context of transitive disasters.
36. Title: Integrated Flood Risk Early Warning for Adaptive Emergency Management: The IFloPhy Framework Coupling Machine Learning and Physical Models
Authors: Jilin Huang, Lujia Li, Zhichao Li
Abstract: With the increasing global risk of floods, there is an urgent need for new adaptive emergency management (AEM) frameworks. This study aims to integrate machine learning, physical models (such as the Variable Infiltration Capacity model and InfoWorks-ICM), and social data to develop the IFloPhy (Integrated Machine Learning and River Physical Model) framework, which explores early flood risk warnings under AEM. The multidimensional integration design of IFloPhy overcomes the limitations of traditional single-warning systems, enhancing dynamic response capabilities and predictive accuracy. By integrating physical processes, IFloPhy can dynamically track the formation and development of floods, comprehensively considering natural and socio-economic factors, thereby achieving holistic and interactive flood risk assessments. The incorporation of real-time satellite data with multi-model forecast results establishes an immediate warning mechanism, significantly reducing prediction uncertainty. IFloPhy has been deployed and validated in the San Isabel Basin in South America, demonstrating exceptional performance in areas with scarce data and limited communication infrastructure. IFloPhy offers new technologies and insights for risk management and AEM, proposing novel methods for flood risk emergency management.
37. Title: Identification of Critical Risk Factors in Carbon Capture and Storage (CCS) Projects
Authors: Yinghua Xu, Bingsheng Liu, Yuan Chen, Shijian Lu
Abstract: Identifying critical risk factors is essential for controlling risk propagation and improving the safety management of carbon capture and storage (CCS) projects. Existing research has primarily focused on risk occurrence probability and potential consequences, with relatively less attention given to risk factor analysis, particularly their interactions within complex systems. To address this gap, 36 risk factors and 6 common accidents were identified through the literature review, analysis of accident reports, and expert interviews. We then established the CCS risk factor interaction network and identified critical structural nodes by topological analysis. To further examine the actual impact of these identified nodes and different parameters on risk propagation, we conducted a systematic simulation based on a susceptible–infected–recovered model. The results show that incomplete safety systems, inadequate safety supervision, and inadequate safety training serve as critical driving nodes, with a high potential to initiate widespread risk propagation, whereas equipment overload, adverse weather, and improper emergency handling act as critical bridge nodes whose intervention effectively suppresses risk propagation. Furthermore, the risk intervention step, propagation rate, and recovery rate affect the scale and duration of risk diffusion. This study aims to enhance system resilience by providing valuable insights for safety management in CCS projects.
38. Title: Human-Centric Disaster Resilience: Uncovering Social Inequity in Climate Change
Authors: Bingsheng Liu, Ran Wei, Jingyuan Tang, Jingke Hong, Qiuchen Lu, Chengchen Guo, Hengliang Wu
Abstract: Understanding community disaster resilience is critical to mitigating the disproportionate impacts of climate change and natural disasters on socially vulnerable populations. However, despite extensive discussion on disaster resilience, a systematic analysis of the extent of social inequity across climate scenarios, geographic locations, spatial scales, and sociodemographic groups remains underexplored. Our study introduces a human-centric framework to investigate social inequities in community disaster resilience related to human well-being. We combined flood hazard maps under both historical and future SSP scenarios with a compound multilayer urban spatial network model consisting of roads, communities, and essential services to evaluate the residents’ service resilience during flood events. Then, we utilized the Gini coefficient and Lorenz curve to quantify the degree of inequities in resilience among different sub-populations. With Central Chongqing as a case study, our analysis reveals a significant increase in both the number of affected communities and their vulnerability under future climate conditions. We further observed a striking spatial polarization in community resilience due to the islanding effect, whereby communities are increasingly divided into those with severely limited service availability and those with sufficient resources. In addition, we found that the extent of social inequity in resilience is highly spatial and scale-specific, with moderate levels of inequity at the city level, but the degree of inequity varies greatly across sociodemographic groups at a localized level. This widening socio-spatial differentiation may trigger widespread dissatisfaction in disadvantaged communities, hindering the collective disaster response actions and engagements to enhance community resilience. Our research highlights the importance of embedding future climate variabilities, human well-being, and social equity in inclusive disaster response policies, processes, and practices.
39. Title: Landslide Susceptibility Mapping using Statistical Information Value Model: A Case Study of part of Chamoli District, Uttarakhand India
Authors: Anand Kumar, Shruti Kanga, Upasana Choudhury, Suraj Kumar Singh, Rakesh Singh Rana, Gowhar Meraj, Pankaj Kumar
Abstract: Landslides have become increasingly frequent and destructive in Uttarakhand, leading to substantial loss of life and significant damage to infrastructure. This research focuses on generating a detailed landslide susceptibility map for a selected area in Chamoli district, Uttarakhand, by integrating remote sensing and geographical information system (GIS) techniques. Twelve critical factors influencing landslide occurrence, such as slope, aspect, vegetation cover, proximity to geological structures, distance from roads, elevation, curvature, topographic wetness index (TWI), stream power index (SPI), drainage proximity, and lithology, were considered. The Statistical Information Value Model (SIVM) was used to assess the contribution (weight) of each factor class toward landslide occurrence. These derived weights were then integrated using a weighted overlay method to produce the final landslide susceptibility map. The predictive accuracy of the model was validated through receiver operating characteristic (ROC) analysis, achieving an area under the curve (AUC) value of 0.72. The results demonstrate that the SIVM-based weighted overlay approach provides a reliable tool for identifying landslide-prone zones, offering valuable insights for land use planning and disaster mitigation.
40. Title: Assessing the Potential for Human Pathogen Contamination of Agricultural Fields by Dust from Animal Feeding Operations
Authors: Francisco Garces-Vega, R. Chris Owen, David Heist, Régis Pouillot, Hao Pang, Yuhuan Chen, Jane M. Van Doren
Abstract: Fugitive dust from concentrated animal feeding operations (CAFOs) is a potential source of produce contamination with human pathogens. Our objective was to develop a general framework and methodology for predicting preharvest produce contamination with human pathogens arising from fugitive dust derived from a nearby CAFO. We applied this framework to a case study of lettuce grown in proximity to a bovine CAFO. We implemented the EPA's AERMOD dispersion model at two locations, assessing dust dispersion and deposition over a 30-day period across 100 km2 surrounding a 10,000-animal CAFO. E. coli O157:H7 contaminated lettuce servings grown on fields within the 100 km2 were predicted using a risk assessment approach, integrating data about dust deposition, pathogen contamination in cattle manure, and pathogen survival on crops. To contextualize the results, infectious servings were predicted based on the average number of E. coli O157:H7 per serving and the E. coli O157:H7 dose−response relationship. Dust from CAFOs has the potential to deposit across at least 100 km2. E. coli O157:H7 dispersion and deposition are impacted by wind direction and velocity, emission factor, and prevalence and concentration in dust. Mean E. coli O157:H7 concentrations on preharvest lettuce were predicted across the 100 km2 and declined considerably with distance from the CAFO. Surviving E. coli O157:H7 on preharvest lettuce arise primarily from dust deposited in the 2 weeks before harvest. Our modeling approach provides a flexible framework that can be adapted to any location, providing quantitative information to inform foodborne outbreak investigations and the development of prevention strategies.
41. Title: Is Online Health Information a Threat?—Untangling the Longitudinal Associations Among Health Information Scanning, Seeking, and Risk Perceptions
Authors: Han Zheng
Abstract: In today's algorithm-driven era, individuals not only actively seek health information through search engines or health websites but also passively encounter health-related content while browsing social media feeds. These two distinct behaviors (i.e., intentional information seeking and incidental information scanning) may each contribute to individuals’ perceptions of health risks. A substantial body of work has examined the relationship between online health information behaviors (e.g., seeking) and risk perceptions across various contexts. However, the findings on the directionality of these relationships remain equivocal. Drawing on the literature on health information acquisition, this study investigates the longitudinal associations among online health information seeking, scanning, and risk perceptions. Data from a three-wave panel survey with 654 participants indicate that health information scanning and seeking exhibit a stable, reciprocal relationship over time. Moreover, information seeking is positively associated with risk perceptions across waves, whereas information scanning does not exert a direct effect. These findings contribute to theoretical developments in digitally mediated risk communication by highlighting the temporal dynamics and interplay of online information behaviors. They also offer practical guidance for designing more targeted and psychologically informed digital health communication strategies.
42. Title: Quelling Concerns About Rooftops: Do Risk-Communication Strategies Influence Public Acceptance of 5G Base Stations in China?
Authors: Yunzhe Liu, Chuanshen Qin
Abstract: The rapid and nationwide expansion of fifth-generation (5G) wireless cellular technology infrastructure in China has prompted serious public concerns, predominantly due to the potential adverse health effects of electromagnetic field (EMF) exposure from 5G base stations. The literature offers mixed results regarding the effectiveness of risk communication on public concerns about EMF exposure from base stations. An online survey experiment with 815 adults in Shanghai examined how different strategies of risk communication could enhance public acceptance. We manipulated the framing of intervention materials (loss- vs. gain-framed) and their information source (government, industry, or civil society). Our analysis revealed that government and industry sources, compared to civil society, were more effective in increasing public support. Additionally, gain frames generated more acceptance than loss frames. Furthermore, participants held higher levels of competence-based trust in government and industry, but no significant difference in care-based trust was detected between government and the other two sources. Both dimensions of trust were critical for public acceptance. These results suggest that the Chinese government, along with professional private sectors, could leverage emerging media platforms to foster support. These results also highlight the need for the Chinese government to address the lack of public care-based trust, especially in the context of centralized 5G deployment.
43. Title: Probability Distribution of Risk Priority Numbers in Failure Mode and Effects Analysis
Authors: Rahim Mahmoudvand, Alessandro Fiori Maccioni, Luca Frigau, David Banks
Abstract: This study introduces a new probability model for the risk priority number (RPN) in Failure Mode and Effects Analysis (FMEA), addressing limitations of the traditional RPN calculation, which assumes independence among severity, occurrence, and detection scores. Leveraging sufficient statistics within a Bayesian framework, the proposed model captures the inherent dependencies among these components, providing a more realistic and flexible representation of risk. Simulation studies validate the estimator's superior accuracy and stability, while empirical analyses on both AI risk assessment and gas refinery fire risk data sets demonstrate its effectiveness and adaptability across diverse domains and sampling strategies. Model comparisons using p-values and the Akaike information criterion (AIC) confirm the new model as the best fit for categorical risk data, aligning naturally with our theoretical approach. The results suggest that this new model enhances the reliability and interpretability of FMEA risk assessments, providing a powerful tool for decision making and risk mitigation in complex safety-critical systems.
44. Title: Beyond Infections: The Growing Crisis of Chronic Disease in Animals
Authors: Antonia Mataragka
Abstract: Non‑communicable diseases (NCDs) in animals, including obesity, diabetes, metabolic syndrome, cardiovascular disorders, cancers, and degenerative joint disease, are rising across companion, livestock, wildlife, and aquaculture sectors. Recent surveys document that 50%–60% of domestic cats and dogs are overweight, driving a 0.8% per year increase in feline diabetes from 0.4% in 2005 to 1.6% in 2020. In dairy herds, subclinical ketosis affects 30%–40% of cows during the transition period, reducing 305‑day milk yield by 6%, while osteoarthritis impacts 20% of intensively reared pigs. Wildlife exposed to industrial pollutants show liver tumor rates up to 25% in fish and marine mammals. Therefore, there is a need for integrative research focused on predictive risk modeling and management frameworks. Using an integrated One Health/EcoHealth framework, this mini‑review (i) quantifies NCD prevalence across taxa; (ii) dissects mechanisms linking risk factors to NCD emergence; (iii) proposes an evidence-based risk assessment model to assist future surveillance and mitigation strategies; and (iv) outlines tiered mitigation strategies spanning individual, herd, ecosystem, and policy levels.
45. Title: Globally Critical Infrastructure: The Unique Risks and Challenges
Authors: Zachary Kallenborn, Henry H. Willis
Abstract: Critical infrastructure is typically identified at the national level. However, disruption to certain infrastructure systems, facilities, and assets can have negative consequences for global societies. Such globally critical infrastructure entails a distinct risk profile for both countries dependent on the infrastructure, and countries that have such infrastructure in their territory. The goal of the article is to provide an initial framing and definition of “globally critical infrastructure” as a concept worthy of attention and explore the unique risk analysis and management challenges to support future, more rigorous examinations. For dependent countries, globally critical infrastructure exists outside of their border (or possibly outside any country's border), under sometimes drastically different economic, political, governance, and threat environments. Risk management entails unique challenges, because countries dependent on that infrastructure may have no legal or regulatory authority to shape risk management practices at facilities in other countries. Consequently, risk management may extend beyond the domains of the typical homeland or internal affairs agencies to include capabilities and responsibilities of ministries of foreign affairs, trade and commerce, and defense. However, those challenges also imply new risk management demands and options, such as new avenues for international cooperation on infrastructure protection and resilience, international funding, and enhanced monitoring. Having a globally critical infrastructure system in its borders changes the risk dynamics for a nation state, creating potential leverage over dependent nations and new avenues to garner international support, but also creates new risks to national sovereignty. Recognizing these common dependencies can better enable the global community to engage stakeholders to develop and implement systemic risk management approaches worldwide.
46. Title: Implementation of an AI-Based Expert System for Functional Safety of Machinery
Authors: Padma Iyenghar
Abstract: This paper presents the design and implementation of an expert system for the domain of functional safety of machinery, featuring a novel multilingual chatbot interface developed using the Rasa framework. Unlike traditional expert systems, this approach aims to make the complex topic of functional safety more accessible to users with limited experience by assisting with tasks such as hazard identification, risk assessment, risk reduction, and safety function recommendation. The knowledge base of the system can be populated by functional safety experts through a graphical user interface, ensuring the system's utility and accuracy. This work demonstrates that the chatbot-based expert system retains many advantages of traditional expert systems while offering a more engaging user experience. An experimental evaluation of the presented expert system using hazard scenarios from real-life projects highlights the benefits of advanced machine learning techniques and pretrained embeddings, showing improvements in system performance. Continuous updates to the training dataset are essential for maintaining effectiveness in diverse environments. Compared to general-purpose chatbots like ChatGPT, this system provides reliable, standards-based insights. The system can be utilized by inexperienced machinery design personnel, such as mechanical and mechatronic engineers, before consulting with safety experts.
47. Title: Climate Mitigation Innovations from National Legislation Under Risk Conditions
Authors: Ying Liu, Chao Feng
Abstract: Most nations across the globe have already embraced climate legislation to tackle the challenge of climate change. This article considers the role of country risk (i.e., economic risk, financial risk, political risk, and climate physical risk) in affecting the relationship between climate mitigation legislation (CML) on climate mitigation innovations (CMIs) using a panel of 130 countries from 1995 to 2022. The findings show that CML generally promotes CMI. However, moderating effects reveal that country risk can weaken the positive impacts of CML on CMI, underscoring the importance of integrating risk management into legislative frameworks to drive CMI. Asymmetry checks show that the direct and moderating effects are more pronounced in countries with greater CMI, suggesting that greater CMI requires stronger risk mitigation. Heterogeneity analysis reveals the moderating effect of risks on the impact of CML on CMI differs significantly between developed and developing countries, with developing countries facing a more urgent need for climate risk management.
48. Title: A Risk Analysis of the Release of Liquid Hydrogen in Road Tunnels: The Effects of Mechanical Ventilation Combined with Geometric and Traffic Characteristics
Authors: Ciro Caliendo, Gianluca Genovese, Isidoro Russo
Abstract: The transportation of liquid hydrogen (LH2) via road tankers could prove to be the most cost-effective short-term option for long-distance delivery. However, there are significant risks, particularly in confined spaces like road tunnels. An accidental release of LH2 in these structures is likely to create a flammable hydrogen cloud, the explosion of which generates overpressures whose magnitude depends on several mutually dependent variables, including geometry, traffic, and ventilation. Nevertheless, the combined effect of the above-mentioned variables on user safety in the event of an accidental leakage and explosion of LH2 from a road tanker in a tunnel has yet to be investigated in detail. This study develops 3D CFD models of both the release and explosion of LH2 to address this issue, along with a comprehensive parametric analysis that considers different tunnel lengths, negative and positive longitudinal slopes, traffic volumes, and ventilation types (i.e., natural or longitudinal mechanical). The CFD code used was preliminarily calibrated against experimental literature tests. Subsequently, a risk analysis was carried out using the CFD results in terms of overpressures, which, combined with a probit function, made it possible to estimate the number of potential fatalities. Consequently, a probability matrix of the risk of having a given number (N) of fatalities was built as a function of the tunnel length, ventilation type (i.e., natural or mechanical), longitudinal slope, and traffic volume. The results revealed the benefits of positive gradients as well as of implementing a longitudinal mechanical ventilation system. In contrast, longer tunnels increase the probability of having a given number of fatalities. This study might serve as a reference for tunnel operators in the choice of mitigation measures and/or traffic control strategies to limit the negative consequences of the release of liquid hydrogen in road tunnels.
49. Title: Optimizing Emergency Response by Digital Spontaneous Volunteers: Insight from Agent-Based Modeling Analysis
Authors: Shan Gao, Baian Zhu, Xinyu Zhang
Abstract: The efficiency of emergency response is crucial, yet traditional top-down systems are often overwhelmed. Digital spontaneous volunteers (DSVs) offer a vital bottom-up force, but their effectiveness is frequently constrained by a dual dilemma of external integration and internal coordination. This study explores how to optimize DSV crowdsourcing by investigating the role of sustained trust from formal organizations and the logic of adaptive crowdsourcing based on complex adaptive systems theory. Using an agent-based model calibrated with data from the “life-saving document” case during China's 2021 Henan rainstorm, we conducted counterfactual experiments. The results demonstrate that sustained trust from formal organizations is fundamental; its erosion leads to a collapse in rescue efficiency, even with highly accessible information channels. Furthermore, the study reveals a counterintuitive finding: Adaptive crowdsourcing significantly improves efficiency not by maximizing volunteer numbers, but by restraining their generation based on real-time demand gaps. This research highlights that the effectiveness of DSV crowdsourcing hinges on dynamic trust-building and controlled, adaptive coordination, offering a conceptual shift from viewing self-organization as an uncontrollable force to a system that can be optimized through design.
50. Title: Impact of the Ripple Effect on the Resilience of Multimodal Container Port Operations: A System Dynamics Simulation Approach
Authors: Jinglin Zhang, Xuri Xin, Rameshwar Dubey, Trung Thanh Nguyen, Xiaoning Shi, Na Li, Zaili Yang
Abstract: Current assessments of port resilience primarily focus on the risks affecting its operations, often neglecting the ripple effects across different subsystems within a port. In multimodal container ports, these sub-systems include liner shipping, feeder shipping, railways, and trucking. Moreover, prevailing research predominantly addresses port resilience from a macro perspective without detailing micro-level operational concerns. This article proposes a new integrated methodology that not only considers but also quantifies the ripple effects across different multimodal sub-systems and their impact on overall port resilience. It employs real operational and accident data to assess the resilience of a multimodal container port under different disruption scenarios, hence providing valuable insights into preventing systemic failures through targeted interventions at the subsystem level. The proposed methodology comprises three principal components: a system dynamics (SD) simulation that integrates variables and factors affecting port resilience, a resilience analysis model that converts system performance into a resilience metric based on three fundamental criteria, and a comprehensive port system resilience assessment utilizing Evidential Reasoning (ER). Each step, from the detailed simulation model reflecting micro-level mechanisms to aggregating information across subsystems, builds toward determining the port's overall resilience. Multiple disruptive scenarios are designed and derived from historical failures and field investigations to validate the effectiveness of the proposed methodology. The results demonstrate that the proposed approach effectively assesses port performance under disruptions, identifies critical subsystems, and supports timely recovery strategies. Applicable to other port systems, this approach offers essential insights for improving long-term resilience in container port operations.
51. Title: Resilience and Preparedness Across Place: A Multilevel Analysis of Urban–Rural and Socioeconomic Divides
Authors: Ebba Henrekson, Susanne Wallman Lundåsen
Abstract: This study investigates how local context—specifically urban versus rural environments and socioeconomic conditions—influences individual crisis preparedness and resilience in Sweden. Using multilevel survey data from 12,574 respondents, we analyze both proactive preparedness actions and perceived resilience. Results show that rural residents report higher levels of preparedness and resilience than their urban counterparts. However, these differences in preparedness attenuate when controlling for individual risk perception, suggesting a mediating role. Socioeconomic context, on the other hand, does not show an independent effect beyond individual characteristics, indicating compositional rather than contextual influences. The findings highlight the importance of tailoring crisis preparedness strategies to both individual and local characteristics and stress the need for authorities to consider spatial disparities in vulnerability when planning for future crises.
52. Title: Examining Emerging Risks of Vehicle Electrification in Emergency Medical Transport
Authors: Jinyu Bai, Yi Xiong, Xin Liang
Abstract: An increasing number of countries have begun to utilize electric ambulances (EAs) in emergency medical transport (EMT) to meet net-zero emission targets. However, the extended battery-recovery time and limited battery capacity of EAs pose significant risks to time-sensitive and efficiency-critical EMT. On the basis of this, we aim to examine the effect of battery recovery on the performance of the EMT system with EAs and explore the carbon-reduction benefits in deploying EAs compared to fuel-powered ones. We develop a queuing model to characterize the EAs using the EMT system with two battery-recovery strategies (plug-in charging and battery swapping) and derive its key performance indicators for risk assessment. The results illustrate that when the ambulance fleet is small and most of them are EAs, the throughput time for EMT increases significantly. However, with a larger ambulance fleet, incorporating EAs can deliver a level of transportation service comparable to that of the fuel-powered ambulances, especially when the battery-swapping strategy is employed. While the use of EAs raises the input costs, achieving a critical scale of EAs enables the reduced energy cost and the social cost of carbon to quickly offset the initial investment. Finally, this study proposes policy recommendations on the construction of battery-recovery infrastructure and the deployment scale and timing of vehicles, providing optimized solutions to balance the risks of using EAs with the safety of EMT.
53. Title: Crisis and Risk Governance of Cross-Regional Embodied Carbon Transfers: A Game Theory and Multi-Agent Network Analysis
Authors: Zeyu Xing, Lupeng Zhang, Debin Fang, Fujun Jiang
Abstract: As global carbon neutrality ambitions intensify, cross-regional embodied carbon transfers via inter-city trade increasingly pose complex governance risks and crises. Employing an environmentally extended multi-regional input–output (EE-MRIO) framework integrated with evolutionary game theory and multi-agent network analysis, this study critically investigates strategic governance responses to these risks within hierarchical administrative contexts. We introduce a refined carbon accounting approach that explicitly merges production-based and consumption-based emissions, significantly enhancing the precision and fairness of accountability mechanisms. Using multiyear data on 313 Chinese cities, we identify critical thresholds in carbon pricing that decisively shape cooperative and non-cooperative behavior in carbon mitigation. Furthermore, network structure profoundly affects governance outcomes—small-world topologies rapidly diffuse cooperative norms, whereas scale-free networks exacerbate vulnerabilities to strategic defection and systemic risk. This research offers robust theoretical advancements by clarifying the roles of strategic interactions, network topologies, and administrative incentives in shaping embodied carbon governance. Practically, we provide actionable policy interventions for mitigating systemic inefficiencies and resolving equity challenges linked to carbon leakage, trade-induced risks, and regional crises. By combining theoretical rigor with policy-oriented insights, our integrated methodological approach sets a precedent for effective and equitable climate risk governance, broadly adaptable beyond China's specific context.
54. Title: How Does Digital Transformation Contribute to Medical Waste Management? A Case Study on Shanghai, China
Authors: Guijuan Tang, Ziyan Zhao
Abstract: Medical waste surged during the initial response to COVID-19, greatly increasing the risk of medical waste pollution. Medical waste management involves numerous stakeholders, including environmental, healthcare, agricultural, and laboratory regulatory authorities, organizations generating medical waste, and transportation and disposal companies. The traditional regulatory system suffers from inter-departmental obstacles and opportunistic behavior by stakeholders. All of these issues have drawn widespread attention from the government and the public in the wake of the pandemic. To address these issues, Shanghai has taken the lead in implementing digital transformation to enhance the effectiveness of medical waste management. This study constructs an innovative analytical framework encompassing function, structure, and institution to comprehensively examine digital transformation. This framework reveals how functional enhancements through digital technologies first improve operations via real-time information transmission, process reengineering, and increased efficiency, and then subsequently reshape inter-organizational relationships while requiring calibrated institutional adaptation for effective implementation. It also indicates a critical role of technological-institutional alignment in determining transformation outcomes. Based on this framework, a quadratic assignment procedure and social network analysis are used to compare the planned, traditional, and digital networks formed before and after the digital transformation of medical waste management in Shanghai. Through systematic analysis of these networks, this study investigates how digital transformation can enhance medical waste management effectiveness and provides a nuanced analysis that goes beyond mere issues of technological implementation to reveal the complex interplay between digital capabilities and institutional adaptation, and to uncover the challenges involved in achieving comprehensive collaboration.
55. Title: A Classification System for Competing Narratives in a Risk Context
Authors: Shital Thekdi, Terje Aven
Abstract: Recent literature has examined the role of misinformation, biases, and other factors in contributing to the integrity of a risk study. These types of social and cognitive dynamics—referred to as narratives—comprise concern and value in a risk study. These narratives may appear to undermine aspects of objectivity in a scientific sense, but they may also shed light on aspects of a risk study that involve perceived scientific truths, related risk concerns, and values. The narratives can inform overall risk perception and the perception of quality for the risk study. As a result, understanding and classifying those narratives provides additional evidence that can potentially inform decisions for the design and implementation of a risk study. In this article, we develop a classification system that can be used to understand and address narratives that can influence a risk study and how various stakeholders perceive the risk study. This article will be of interest to risk analysts, policymakers, and risk communicators.
56. Title: Game-Theoretic Optimization on School Safety: Resource Allocation Against Strategic Attacks
Authors: Sabiha Unal Eyi, Jun Zhuang
Abstract: School security remains a critical concern due to the increasing frequency of violent incidents, requiring a strategic balance between physical security measures and mental health programs. This study develops a game-theoretic framework to model the interaction between a school as the defender and a potential attacker, aiming to identify optimal investment decisions across two complementary layers of defense. Numerical illustrations calibrated with data from U.S. school shootings provide empirical support for the analysis. Through one-way and two-way sensitivity analyses, robustness tests, and scenario-based indifference curve analysis, we explore how attacker and defender valuations, intervention effectiveness, and defensive costs influence equilibrium strategies. The findings show that physical security measures have the strongest deterrent effect, but lasting protection depends on balanced investment in both security and mental health once their effectiveness exceeds critical thresholds. While physical security offers immediate deterrence, mental health interventions are essential for addressing underlying risk factors, emphasizing the complementary nature of the two approaches. The framework contributes to evidence-based decision-making for educational institutions and suggests future extensions to include external threats, incomplete information, and dynamic investment strategies.
57. Title: Hierarchical Governance in Public Crisis: A Differential Game Analysis of Epidemic Containment, Economic Stability, and Transition Timing
Authors: Dehai Liu, Yunxiang Lv, Ke Liu, Huang Ding
Abstract: In the complex scenario of a major epidemic, apart from the superior government's efforts to promote policy implementation through political incentives and fiscal transfer payments, local governments must strive to balance the inherent tension between public health containment policies and economic stability objectives. In addition, they must carefully select the appropriate transition timing from the emergency response phase to the routine management phase. Considering the hierarchical governance structure and the strategic dynamic decision-making processes involved, this paper examines the equilibrium decision-makings of resource allocation and transition timing between superior and local governments within a differential game framework. Our analysis reveals that during the emergency stage, amplifying political incentives and subsidizing localized epidemic prevention costs robustly enhance policy implementation efficiency. Conversely, in the routine management phase, increased fiscal support for epidemic control exhibits diminishing returns, as effectiveness becomes contingent on the prioritization of economic recovery over sustained containment. Furthermore, the optimal transition timing between two phases depends critically on the marginal cost of containment policies and regional economic growth rates. Methodologically, this study develops a dynamic public crisis management framework that integrates fiscal mechanisms with political incentive structures, offering policymakers a quantitative instrument for designing multi-level and multi-stage governance strategies. The findings not only enhance the flexibility of the pandemic response systems but also provide a theoretical foundation for analyzing the dynamic implementation of policies in the hierarchical governance.
58. Title: Infrastructure Resilience to Surprise
Authors: Thomas P. Seager, Mazin H. AbdelMagid, Emily A. Pesicka, Daniel A. Eisenberg, David L. Alderson
Abstract: The risk analysis community has long struggled with effectively addressing surprising events, primarily because the concept of surprise remains inadequately defined in the literature. Four common misconceptions about surprise continue to obstruct progress: (1) Surprise is a result of ignorance or lack of knowledge, (2) better predictions can help avoid surprise, (3) surprises can be eliminated, and (4) surprises are inherently adverse events that must be prevented. These misconceptions frame surprise as a problem of missing information, leading to an overemphasis on closing knowledge gaps rather than preparing for inevitable, unexpected disruptions. In this work, we offer a critical examination of surprise in the context of infrastructure resilience. We discuss the misconceptions surrounding surprise and propose a corrective framework that introduces surprise as an event that violates expectations followed by a series of cognitive reactions that lead to one of two intrinsic responses—either an adaptive response that involves updating the belief system through learning or a maladaptive (shock) response that reinforces outdated mental models and leaves the system vulnerable to future disruptions. We argue that understanding these responses is essential for improving the resilience of infrastructure systems, and we propose training programs to strengthen the adaptive capacities of infrastructure managers to shift the focus from attempting to eliminate surprise to embracing it as an opportunity for learning and adaptation.
以下是书评：

59. Title: Human and Ecological Risk Assessment: Theory and Practice (Third Edition): by Dennis Paustenbach Wiley, April 2024, p. 1312. ISBN: 978-1-119-55110-2
Authors: Pamela R. D. Williams
Abstract: The article reviews the book “Human and Ecological Risk Assessment: Theory and Practice” by Dennis Paustenbach.
